We investigate the most general notion of a private quantum code, which involves the encoding of qubits into quantum subsystems and subspaces. We contribute to the structure theory for private quantum codes by deriving testable conditions for private quantum subsystems in terms of Kraus operators for channels; establishing an analogue of the Knill-Laflamme conditions in this setting. For a large class of naturally arising quantum channels, we show that private subsystems can exist even in the absence of private subspaces. In doing so, we also discover the first examples of private subsystems that are not complemented by operator quantum error correcting codes; implying that the complementarity of private codes and quantum error correcting codes fails for the general notion of private quantum subsystem.
INTRODUCTION & BACKGROUND
The most essential primitive for private communication between two parties, Alice and Bob, in classical computation is the one-time pad. In such a scheme, the two parties share a secret key that is unknown to an external observer Eve; this key enables reliable communication by the parties as the message appears to be a random mixture of input bits from Eve's viewpoint without the key.
Private quantum codes were initially introduced as the quantum analogue of the classical one-time pad. The basic setting for a "private quantum channel" [1, 2] is as follows: Alice and Bob share a private classical key that Alice uses to inform Bob which of a set of unitary operators {U i } she has used to encode her quantum state: ρ → U i ρU † i . With this information in hand, Bob can decode and recover the state ρ without disturbing it. The set of unitaries {U i } and the probability distribution {p i } that makes up the random key which determines the encoding unitary are shared publicly. Thus, without further information, Eve's description of the system is given by the random unitary channel Φ(ρ) = i p i U i ρU † i . By selecting certain sets of unitary operators with appropriate coefficients, the random unitary channel will provide Eve with no information about the input state.
The body of work on private quantum codes now includes a variety of other applications, with realizations both as subspaces and subsystems of Hilbert space. Private shared reference frames exploit private subspaces and subsystems that also arise from the ignorance associated with an eavesdropper's description of a system [3, 4] . The notion of using mixed state ancilla qubits to encode information, which can be viewed as subsystem encodings, has also been studied in the context of quantum secret sharing [5, 6] . There, the goal is to encode information into a globally mixed state of n qubits such that to recover the quantum information one would need access to k qubits of the global state, where any fewer would yield no information regarding the initial state. Using mixed states allows for the increase of k for a fixed n, thus solidifying the idea that mixed state encodings increase privacy. There are also bridges between these works and quantum error correction, formalized by the complementarity results of [8] . Connections between the study of private quantum codes and the theory of operator algebras have recently been found as well [9] .
In this Letter we consider the most general notion of a private quantum code [1] [2] [3] , which involves the encoding of quantum bits into subsystems. Private quantum channels, private subspaces, and what we refer to as "operator" private subsystems-are captured as special cases of this general phenomena. We consider a class of phase damping channels throughout the presentation that highlights the main differences between mappings on subsystems and subspaces. Most surprisingly, we show that certain classes of channels can only be private in the subtle subsystem sense; thus establishing that private subsystems can exist in the absence of private subspaces.
We also make the first significant move toward a structure theory for private quantum codes; specifically we set out algebraic conditions that characterize privacy of a code in terms of the Kraus operators for a given quantum channel. This can be viewed as an analogue of the set of Knill-Laflamme conditions [11] from quantum error correction to this setting, and indeed we discuss further connections with error correction. In particular we show that complementarity of private and error-correcting codes fails at the most general level, and we point out a potentially new type of quantum error-correcting code.
use customary notation such as ρ, σ for density operators. The set of linear operators on S is denoted by L(S). Linear maps on L(S) can be viewed as operators acting on the operator space L(S). We use the term (quantum) channel to refer to a completely positive and trace-preserving linear map Φ : L(S) → L(S). Such maps describe (discrete) time evolution of open quantum systems in the Schrödinger picture, and can always be written in the Choi-Kraus operator-sum form
The composition of two maps will be denoted by Φ • Ψ(σ) = Φ(Ψ(σ)).
A (linearly closed) subspace C of S is said to be a private subspace for Φ if there is a density operator ρ 0 on S such that Φ(|ψ ψ|) = ρ 0 for all pure states |ψ in C. By linearity, Φ(ρ) = ρ 0 for all ρ in L(C). We could also consider a collection of private states not associated with a subspace of the Hilbert space, but, as in quantum error correction, we wish to allow for arbitrary superpositions of our code states and this demands the set of states considered are linearly closed.
A quantum system B is a subsystem of S if we can write
⊥ . This definition is symmetric in that A is also considered a subsystem of S. The subspaces of S can be viewed as subsystems B for which A is onedimensional. A subscript such as σ B means the operator belongs to L(B). A subsystem B is a private subsystem
(
The case of random unitary channels Φ in Eq. (1) was first considered in [1, 2] where the terminology private quantum channels was used, and the case of general channels Φ was formalized in [3] where private subsystems were given the extra prefix "completely" that we have dropped. If Eq. (1) holds for all σ A , as opposed to a single state σ A , then we shall refer to B as an operator private subsystem (since these are precisely the private subsystems that are complementary to operator quantum error-correcting subsystems discussed below).
PRIVATE SUBSYSTEMS IN THE ABSENCE OF PRIVATE SUBSPACES
An operator private subsystem is one in which the private channel splits into a product of maps on the individual subsystems A and B when the channel is restricted to the combined product subspace A ⊗ B. Such private subsystems cannot exist without the existence of private subspaces; indeed, if Eq. (1) holds for all states on A, it follows that every subspace |ψ ⊗ B is private for Φ for any fixed pure state |ψ on A.
Even though the definition given by Eq. (1) allows for the possibility of examples of private subsystems that do not extend to private subspaces, the private subsystems exhibited in the literature [1] [2] [3] [4] thus far have either been of operator type, or are already subspaces. Here we present the first examples of private subsystems for which there are no private subspaces that exist; in particular these are private subsystems that are not of operator type. Our motivating class of channels is built upon a simple phase damping model. We begin the discussion by recalling the most basic private quantum channel and asking some basic questions on quantum privacy.
The completely depolarizing channel (Φ(ρ) = 1 dim S I for all ρ) is an easy to describe example of a quantum channel that is private. In this case the entire Hilbert space acts as a private code for the channel, and so in order to implement such a private channel a full set of Pauli rotations must be available. This leads to a very basic question in the study of private quantum codes: Do there exist channels with fewer physical operations such that we can still encode qubits for privacy?
Perhaps the simplest class of channels one could imagine would be the family of phase damping channels that can be applied to any qubit of a larger Hilbert space S of n qubits,
A single qubit phase damping channel is not private. Yet we can ask: can composing the phase damping channel on multiple qubits yield a private subspace C ⊆ S? Such a question is analogous to the sort of questions that have been asked in quantum error correction for some time; for example, given a set of errors that are uncorrectable on a single qubit, does there exist a larger Hilbert space such that the action of the error on the encoded Hilbert space is correctable? The answer to such a question in quantum error correction is yes, as demonstrated by the five-qubit code which corrects for arbitrary single-qubit errors, an error that would be uncorrectable if one did not have access to a larger Hilbert space to encode the quantum information into a quantum code. We shall define the map Λ as the composition of the maps Λ i on each of the n qubits of the state ρ ∈ S,
Equivalently one could consider the n-product map Λ ⊗n 1 of the single qubit channel Λ 1 . For any input state ρ, this channel will decohere all off-diagonal terms in the computational basis; as such, the resulting output density matrix will be diagonal. Consider the case when n = 2. Every output state of Λ has the form
where I and Z are the one-qubit identity and Pauli Z matrices. The goal is to find a subspace C of dimension 2 and a state ρ 0 ∈ L(S) such that Λ(ρ) = ρ 0 ∀ρ ∈ L(C). This would show that Λ has a private qubit subspace, defined by a pair of orthogonal logical states |0 L , |1 L in C. However, one can show that such a subspace does not exist. In fact we can prove the following more general result, which applies to the channels Λ directly, and can be extended to channels with commuting normal Kraus operators as well. We leave the proof for [10] .
Lemma 1 Let Φ be a random unitary channel with mutually commuting Kraus operators. Then Φ has no private subspaces.
Is this the end of the story? This result is intuitiveat first glance it certainly does not "feel" as though we should be able to find private codes for channels such as the phase damping maps Λ = Λ n • · · · • Λ 2 • Λ 1 due to the preservation of information stored in the diagonal elements of the initial density matrix. Moreover, the experience with operator private subsystems, which demand the existence of private subspaces, also suggests we can go no further with these channels. Somewhat surprisingly, we do find private subsystems for these channels, and necessarily they are not of the type exhibited before.
Indeed, consider the following logically encoded qubits in two-qubit Hilbert space:
This describes a single qubit encoding, as Eq. (5) II for all ρ L . Thus, we see that Eq. (5) yields a private two-qubit code for the dephasing map Λ. However, we know from Lemma 1 that the input space cannot be a subspace, and we have already noted this implies it also cannot be an operator subsystem. It is however still a private subsystem in the sense of Eq. (1). Let us discuss the encoding in more detail. 
II.
The logical encoding of a single qubit into a two-qubit subsystem is shown by the unitary operation given by the red boxed region in Figure 1 . The mapping, given by a pair of CNOT gates and the T = 1 √ 2 (|0 ( 0| + 1|) + i|1 ( 0| − 1|)), shows a unitary equivalency between the two-qubit operator algebra I 2 ⊗ C 2×2 and the encoded logical qubit through the following transformation of the basis elements of C 2×2 ,
More generally, a logical qubit encoding into a subsystem of a n-qubit Hilbert space can be constructed to privatize the n-qubit phase damping channel Λ = Λ n • · · · • Λ 2 • Λ 1 , which by Lemma 1 cannot have a private subspace.
Theorem 2 For any n-qubit Hilbert space H, there exist quantum channels Φ for which a private quantum subsystem B of H can be constructed in the absence of the existence of any private quantum subspace C ⊆ H.
TESTABLE CONDITIONS FOR PRIVATE QUANTUM CODES
If we are given a quantum channel Φ(ρ) = i V i ρV † i and a subsystem B, we can ask if it is possible to decide whether B is private for Φ; and more to the point, we can ask if this can be answered in terms of the Kraus operators V i for the channel. The analogous question in quantum error correction is answered by the fundamental Knill-Laflamme conditions [11] , which provide an explicit set of algebraic constraints in terms of the Kraus operators and the code, and allow one to test whether a given code is correctable for a channel. The generalization of these conditions to the case of operator error-correcting subsystems was established in [12] [13] [14] .
The following result answers this question for private quantum subsystems. In addition to Kraus operators, we would expect the algebra to include the fixed A state σ A and output state ρ 0 -observe that this information is indeed included in the conditions. Theorem 3 A subsystem B is private for a channel Φ(ρ) = i V i ρV † i with fixed A state σ A and output state ρ 0 if and only if there are complex scalars λ ijkl forming an isometry matrix λ = (λ ijkl ) such that
are eigenstates (eigenvalues) of σ A and ρ 0 respectively, |ψ B,i is an orthonormal basis for B, and where |ψ A,k is viewed as a channel from B into S.
The key observation in establishing this result is that the left and right hand sides of Eq. (1) each define channels from B to S which are in fact the same. One can then use basic results from the theory of completely positive maps to obtain the equations spelled out in the theorem. More details on the theory will be presented in [10] .
It is important to note that this result is new even for private subspaces. In the notation of the theorem for that case, A is one-dimensional and B is the subspace. If we let P B be the projector of S onto B, then we see that the characterization of privacy is given by the conditions:
As a simple illustration, in the case of the completely depolarizing channel on N -dimensional Hilbert space, P B is the identity operator and these conditions reduce to the Kraus operators satisfying √ N V j = i1,i2 λ i1i2j |i 1 i 2 |, for some choice of orthonormal bases |i 1 and |i 2 and unitary matrix (λ i1i2j ) i1,i2 . One can also phrase the private subspace conditions neatly via the Heisenberg picture in terms of the dual map Φ † , which has Kraus operators V † j , as follows [15] :
Of course the theorem applies to general private subsystems as well. Here we point out how the 2-qubit phase damping channel Λ can be assembled from this result. In that case both A and B are spanned by {|0 , |1 }. The eigenstates of ρ 0 = 
Complementarity and Quantum Error Correction
Several links have been made between quantum error correction and quantum privacy. In the case of operator private subsystems and operator error-correcting subsystems, the complementarity theorem of [8] discussed below established an algebraic bridge between the two subjects. This firmly links the operator quantum error correction theory to that of operator private subsystems-results in one field can immediately be exported to the other. Thus, it is natural to ask whether such a result holds in this more general setting. To answer this we need the concept of complementary channels.
As a consequence of the Stinespring dilation theorem, every channel Φ may be seen to arise from an environment Hilbert space E, a pure state |ψ on the environment, and a unitary operator U on the composite S ⊗ E in the following sense: Φ(ρ) = Tr E U (ρ ⊗ |ψ ψ|)U † . Tracing out the system instead yields a complementary channel: Φ (ρ) = Tr S U (ρ ⊗ |ψ ψ|)U † . The uniqueness built into the theorem yields a certain uniqueness for such a pair of channels, so that we talk of "the" complementary channel Φ for a given channel Φ [16, 17] .
We have already discussed operator private subsystems-the essential difference being that instead of a single state on A, it is demanded that Eq. (1) holds for all states on A. Similarly, an operator quantum error-correcting subsystem B for a channel E [12, 13] requires the existence of a correction operation R such that:
The main result of [8] shows that B is private for Φ if and only if it is error-correcting for Φ .
Does this result extend to the more general setting? The Kraus operators of the complementary map Λ are four orthogonal rank-one projectors in two-qubit Hilbert space, and in particular the map determines a von Neumann measurement. No error-correcting subsystem can be extracted in such a setting; moreover, when the input space is restricted to be that of our example, the complementary map is private. Thus, not only does the complementarity result fail, it fails dramatically. We save these calculations and further analysis for [10] .
This discussion motivates the following observation: The notion of an operator quantum error-correcting subsystem can be expanded to mimic the general definition of a private quantum subsystem. Indeed, a revised definition analogous to that of Eq. (1) could be proposed as follows: B is correctable for E if there exists an operation R such that for all σ B and some fixed states σ A , τ A , we have R • E(σ A ⊗ σ B ) = τ A ⊗ σ B . This is a potentially new notion of quantum error-correcting code.
CONCLUSION & OUTLOOK
We have studied the most general notion of private quantum subsystems. Taking motivation from quantum error correction, specifically the Knill-Laflamme conditions, we presented algebraic conditions that characterize when a code is private for a given channel. This result is new even for private subspaces, and opens up questions such as: is there an analogue of the stabilizer formalism from quantum error correction for quantum privacy? We analyzed the development of private subsystems for the special case given by the composition of phase damping channels on many qubit Hilbert spaces. While each individual channel of this form is not private, the composition of such channels were shown to contain a private single qubit subsystem. Yet, for such channels, and for a wide class of more general channels, no private subspace or operator private subsystem exists. Moreover, we discussed how the channel fails to have the corresponding complementary error-correctable pair as in the case of operator subsystems. Nevertheless, this analysis naturally led us to define a potentially new form of quantum error-correcting code and warrants, along with the topic of channel complementarity, further investigation. Fi-nally, preliminary discussions also suggest there may be yet unexplored connections between the study of private quantum subsystems and privacy in classical communication. We will continue and expand on the work initiated here elsewhere.
